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I. Product Introduction
1. Main Functions

Haiwell Intelligent Gateway CBOX, which we call a "Haiwell Cloud HMI without a screen", can be
easily managed through a mobile app and cloud website. It is an industrial automation monitoring and
management device running on embedded system software, namely Haiwell configuration engineering. By
accessing the CBOX operation screen through a mobile app and cloud website, the on-site industrial
situation can be monitored. It can also communicate with various industrial control devices. Just connect
to the network via Ethernet, WIFI, or 4G, and remote device management operations can be performed,
with data collected and uploaded to the cloud for further application. On-site alarm information can be
promptly notified to relevant staff through WeChat, APP, or emails. Multiple devices in different locations
can be simply configured through Haiwell Cloud to easily achieve centralized management and control of
one-to-many and many-to-many devices in different locations.
2. Core Highlights
©® Mobile as HMI Screen: Download HMI configuration projects for direct local access via mobile devices,
supporting QR code-based instant access.
® L AN Interconnectivity: Plug-and-play connectivity with phones, tablets, PCs, TVs, cameras, and HMIs
in local networks.
® [oT Capabilities: Seamless internet-based connections with phones, tablets, PCs, TVs, cameras, and
HMIs.
® Remote Access: Revolutionizes traditional Web SCADA solutions with zero reconfiguration and
WYSIWYG visualization; supports asynchronous/synchronous multi-user monitoring.
® Data Security: Enables data transmission/storage to designated servers with flexible local or public
network deployment.
® Open Interfaces: Compatible with MQTT, OPC UA, HTTP, TCP protocols for seamless
ERP/MES/third-party system integration.
® Ul Embedding: Direct integration of third-party software, apps, and mini-programs into project
interfaces for instant remote control.
® Equipment Intelligence: Supports text-to-speech, full-scene voice intercom, audio file playback,
camera monitoring and other applications.
® Digital Dashboard: Achieve smart factory visualization via Haiwell TVBOX networking for data
display and centralized equipment monitoring.
® Satellite Positioning: Supports Beidou positioning and trajectory tracking, making device positioning
more accurate and enabling functions such as dynamic trajectory tracking and electronic fences for the

device.
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I1. Product Specifications
1. Product Parameter

Model

(0]:10),¢ (04:10),€1 ) CBOX-GP
Software Programming Haiwell Cloud Configuration SCADA
management software
Flash 4GB
RAM 512MB
Serial Port COM1: RS232*1 COM2: RS485%*1
Hardware
Ethernet 10/100 Base-T*2
USB USB 2.0*%2
RTC Built in real-time clock
Input power supply 24V DC+20%
Power consumption TW@24VDC
Power protection Equipped with surge protection and anti-reverse connection protection
Withstanding voltage 500V AC
Insulation impedance Exceed S0OMQ @500VDC
Storage environment 4 o
-20°C ~ +70°C
temperature
Operating ambient -10°C ~ +60°C
temperature
Relative humidity 10% ~ 90% RH (no condensation)
Environment Cooling method Natural wind cooling

Vibration resistance

10~25 Hz (X.Y and Z axis 2G/30 minutes)

Resistance to impact

15G, 11ms duration, 6 times each in the X, Y and Z directions

Usage environment

Dustproof, moisture-proof, corrosion-resistant, and protected from electric
shock and external impact environments

External dimensions
(W*H*D)

50mm*120mm*88mm

Shell material

Engineering plastic ABC+PC
(flame retardant requirements: 94V0, in line with ROHS requirements)

Installation method

35mm Guide rail

WIFI Support /
Features Satellite positioning / Support
4G / Global 4G 4G (China)
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2. Product Model List

Dimensions
Model Storage LAN | USB COM GPS WIFI 4G W*H*D (mm)
CBOX | 4G+s12M | 2 | 2 | 2 | / | Yes /
CBOX-GP | 4G+512M | 2 | 2 | 2 |Yes| / | (oo 50%120%85
a
CBOX-E | 4G+s12M | 2 | 2 | 2 | / | Yes | Global4G

II1. Product Description
1. Product Appearance

Figurel 3D Display of CBOX
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2. Product Dimensions
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Figure2 Three-view Dimensions of CBOX

Figure3 Other CAD Drawings of CBOX
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3. Product Interface Description
3.1 Front Interface

4G SIM card slot
4G antenna interface Ret e WIFl antenna interface

Status indicator light

USB port *2

Network port *2

RS485

RS232
Power supply

Figure4 Front Interface Diagram of CBOX

3.2 Indicator Light Descriptions
Table 1 Indicator Light Descriptions

CBOX Indicator Light Instructions

Indicator Name Description
PWR (Red) Power Indicator On: Normal power supply Off: Abnormal power supply
Communication Blinking: Communication in progress, the blinking frequency
COM (Green) . o L P .
Indicator indicates the speed of communication Off: No communication
ERR (Yellow) Error Indicator Off: Normal On: Abnormal

CBOX power-on initialization/download project: all indicator lights will be lit up simultaneously
and remain on for 3-4 seconds, then enter the three-channel flowing mode of alternating flashing.
CBOX cloud penetration mode: all indicator lights will be switched on and off simultaneously with

a period of 1 second.
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3.3 Bottom Interface

—COoM2—

A+ B GND

)

UTT OO 0o oo b0 T
SURBUBUBUBUBUGEUEUB

Figure5 Schematic Diagram of the Bottom Interface of CBOX

==

3.4 Communication Interface Definition

Table 2 RS232 Nine-pin Serial Port Pin Definitions

COM1 Definition of nine pin serial port pins

1 234 5 Pin number Definition Pin description
1 NC null signal
2 COMI1:RXD | RS232 communication receives data
3 COMI1:TXD RS232 communication sends data
S ;:» G 4 NC null signal
5 COMI1:GND signal ground wire
6 NC null signal
6789 7 NC null signal
8 NC null signal
RS232:COMI 9 NC null signal

Table 3 COM2 Serial Port Pin Definitions

COM2 RS485 Pin Definitions

Y 3 Pin number Definition Pin description
‘L I é, 1 COM2:A+ RS485 communication "A+"
2 COM2:B- RS485 communication "B+"
RS485:COM2 3 COM2:GND signal ground wire

4. Electrical Connection of CBOX
4.1 Power Connection

With the product identification plate on the side of the device facing downwards, the power interface
of the CBOX is located at the bottom right of the device. The device is powered by 24VDC. Connect the
"24V+" terminal of the switching power supply to the "24V+" port of the device, and the "24V-" (0V)
terminal of the switching power supply to the "24V-" port of the device. To better protect the device and
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reduce electromagnetic interference, the CBOX can be grounded.

fif ¢
[
;

=

UNJOT O OO oo
3 HUBUBUGBUGUS

Figure6 CBOX Power Interface

=

==

4.2 Ethernet Connection
The CBOX Ethernet LAN port is located at the lower part of the front panel of the device. It is mainly
used for device networking, uploading and downloading projects, etc. Users can also connect the lower

computer through the LAN port for communication.

Figure7 CBOX Ethernet Interface

4.3 Serial Port Connection
The CBOX serial port is divided into DB9 interface and RS485 interface, which can simultaneously
support RS232/RS485 communication. COMI1 is the RS232 DB9 interface, and COM2 is the RS485

interface. The detailed definition of DB9 pins can be found in 3.4 Communication Interface Definition.
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Figure8 CBOX Serial Port Interface
IV. Installation and Use of CBOX
1. Hardware Installation

=

Step 1: Assemble the standard 35mm rail.

Step 2: After placing the gateway on the rail, push the white latch upwards to the locked position.

Step 3: Connect the 24VDC power supply according to the markings on the device and check if the
PWR indicator light on the panel is lit normally.

Note:

(D The installation direction must be in accordance with the provisions of this manual. Connect the
wires strictly in accordance with the markings on the terminals; otherwise, it may cause product failure or
burnout.

(2 The product and other components at the bottom must maintain sufficient space to avoid equipment
damage caused by poor heat dissipation.

2. Antenna Installation

The Haiwell Intelligent Gateway is standard equipped with WIFI and optional 4G function. To obtain
the best signal strength, please lead the antenna out of the control cabinet. It is recommended to install the
gateway on the topmost rail of the cabinet. After leading the antenna out from the gateway, note that the
antenna should avoid the power supply line slot and be led out through the line slot to the opening at the

top of the cabinet, as shown in the following figure:
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Figure9 Antenna Installation Diagram

V. CBOX Settings
1. Companion Software

Download of Haiwell SCADA:
® Haiwell gateway needs to be used in combination with Haiwell SCADA cloud configuration software.
Please download it from the Haiwell official website.
® Haiwell cloud service can be used by visiting the Haiwell cloud website http://ecloud.haiwell.com. It is
recommended to download the Haiwell Cloud APP on your mobile phone.

Download of Haiwell Cloud APP (Haiwell Cloud):
® Download from Haiwell cloud website;

® Download directly by scanning the QR code below;

® For IOS terminals, you can search for "Haiwell Cloud" in the Apple App Store to download.
2. Connection and Access
2.1 Binding without Powering On and Scanning the Code

CBOX supports the binding of devices by scanning the code without power. After logging in to the
Haiwell Cloud APP with your account, scan the QR code on the left side label of CBOX to send the binding
application message. When CBOX is powered on and connected to the network, enter the background
settings and click on the cloud settings to approve the device binding application.

Step 1: Open the Haiwell Cloud APP and log in with your account.

Step 2: Click on the top left corner and select the Scan function.
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@ Cloud device ~

t2 Scan
2Q Manually add

\Y Scanner Records

uffici...

Figure10 Open the Scan Function on the Mobile APP

Step 3: Use your mobile phone to scan the QR code on the label on the left side of the CBOX to enter

the binding application interface.

&Halwell

Model: CBOX
Power: 24V =DC 0.3A

LT
P/N: 7122347600350100091

KIAMEN HAIWELL TECHNOLOGY CO LTD. Made n Chna

Figurell QR Code on the Side of CBOX

Step 4: Click to confirm the binding of the device.
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< Add Personal Device ~

=0

BOX

Status: Cloud maintenance enabled
707 Pl

Cancel Confirm

Figure12 QR Code on the Side of CBOX
Step 5: You can edit the device name, review mechanism, and device location (CBOX requires an

internet connection).

(4 Edit Device

Device Name
Cloud Device

Location

Audit type

@ AKey + BKey audit

AKey + Password audit

Remark

Figurel3 Editing Device
Step 6: Wait for the APP to redirect to the device details interface, which is as follows:
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< Cloud Device

Wis L

Demo project

G » oniine Demo Project (eF. 1]

»  Members Alarms

Device Name  Cloud Devce
Audit Type Ay & Bay pudit

PN Code 702044900 (@)
Ownar e

Location

Rermark

Access

Figure14 Detailed Interface of CBOX Device
2.2 Connect to the Hotspot to Access CBOX
Step 1: Turn on the WIFI connection on your mobile phone and search for the CBOX hotspot. (The
P/N code is on the label on the left side of the CBOX.) For example, if the PN code is
7107907500170127132, the hotspot name will be BOX-710790-27132.
Note: Since the CBOX-GP does not support WIFI, it cannot be accessed via a hotspot connection. You
need to use a computer to directly connect to the CBOX. Click to jump: Directly connect the computer to

the CBOX via an Ethernet cable.

-
4

e

WLAN
WLAN [ @)

Network acceleration

-
(8

= BOX-708144-93030 s

®  Connected

Figurel5 Mobile Phone Connecting to a WIFI Hotspot
Step 2: Open the Haiwell Cloud APP, click on local devices, download and refresh the device list, and

then click on direct access.
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@ Q Local Device

CBOX

BOX | 192168130.3/19216818.55/10.5.51 A

@a| @ n @ g

Local Dey, Cloud Dev. Owverview Message Mine

Figure16 Local Device of Mobile APP

BEnLiE
Demo project

ZiET TR

S
=
[o9]
0
'._' - -

‘81: Cloud_introduction Cloud programming

IhEEHE shE]
Functional components Animation

Figure17 CBOX Operating Screen

Special Case: If the local device list is empty, click Enter hotspot IP: 10.5.5.1 and then click

"Connect Now" to access the CBOX screen.
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BERLE
Demo project

Cloud_| |ntroduct|nn

10.5.51 cancel

o
=
2
o3
)
T
o
o
=

Funct!onal components

(a)
Figure18 Local Device Search for Hotspots

2.3 Directly Connect Computer to CBOX with Network Cable

Users can connect their computers to CBOX with a network cable to access and control CBOX.

Q Network Cable

Figure19 Schematic Diagram of CBOX Directly Connected to Computer
The default IP address of CBOX is 192.168.1.112. Users need to set the IP address of their computer's

network card to be in the same network segment as CBOX.

Step 1: Open "Control Panel" and select "Network and Sharing Center".

Step 2: In the "Network and Sharing Center" window, click on "Change adapter settings" on the left
side.

Step 3: In the "Change adapter settings" window, you can see a list of all network adapters on your
computer.

Step 4: Double-click on the local connection of your computer's network card, then click on "Internet
Protocol Version 4 (IPV4)". Here you can view the IP parameters of your PC: IP address 192.168.1.31,
subnet mask 255.255.255.0, default gateway 192.168.1.1. Set the IP parameters of your computer to be in
the same network segment as CBOX.
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es
| Metworking  Sharing
Connect using:

| ? Realtek USB FE Family Controller

General

‘You can get IP settings assigned automatically if your network supports

this capability. Otherwize, you need to ask your network administrator
for the appropriate IP settings.

Corfigure...
This connection uses the following tems: () Obtain an IF address automatically
. I? Microscft S5 i Py (®) Use the following IP address:
ot FGE OIS 1 adess:
b e 12 ]X =i Default gateway:
. Microsoft LLOP iRz HE B
. Intemet Hhi HEEE € (TCP/IPVE) e Obtain DNS server address automatically
< >
— (®) Use the following DNS server addresses:
Install... Uninstal Pmpeﬂes Preferred DMS server:
Description

FEHIEH/Intemet thi - ZHAEENARI IR
s BT EFEAHER ZERPIE DRIS -

oK

[

23.5 .5 5
Alternate DNS server:

L E

[Jvalidate settings upon exit Advanced. ..

OK

Cancel —|

Figure20 Modifying the Ethernet Segment of a Computer

In a local area network (LAN), you can also access CBOX through a web browser. The prerequisite is

that the computer and CBOX must be in the same LAN and on the same network segment. Enter the device's

IP address in the browser to access it; enter the device IP + /setting (example: 192.168.11.123/setting) to

enter the background settings interface.

For example, if CBOX's IP is 192.168.130.3 and the computer's Ethernet IP is 192.168.130.155, both

are already in the same LAN.

O penopoiea = -
& G (& Notsecue | 192168130 project/apps/indestpage=1inow=17

o
9

-l Y

Demo project

= fii
Cloud_introduction

Thie

Functional components

A1

BHFE

Cloud programming

2 i

Animation

Figure21 Local Access and Operation Interface of the Computer Browser
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Terminal Name:CBOX % English

Project Network

Settings

Information

Cloud Back

LAN:192. 168. 130. 3
WIFI:192. 168. 18. 55 (using)

Figure22 Local Access Background Settings in Computer Browser

3. Background Settings

Users can configure the basic functions and parameters of the CBOX through the background. The
following is an introduction to some of the important configurations.
3.1 Project Settings

(1) Generate USB Flash Drive Running Files

CBOX supports the operation file of the USB flash drive project generated by using the Haiwell Cloud
SCADA configuration software Cloud SCADA.

Step 1: Create a new project, select the operation platform as CBOX-7/CBOX-10 and click confirm.
Here, the operation platform is the resolution distinction. CBOX-7 is 800*480, and CBOX-10 is 1024*600
(the operation platform is universal for the model tail number -E or -GP). Click on the [Project] under the

Scada menu bar, expand the tag, and click on [ Generate USB flash drive operation file...] .

| Mew project ? xX |

Froject properties
|

Froject name

VUnnamed project

Buntime platform

Haiwell HMI D15
Haiwell HNI D15 Pro
Haiwell HMI N7
Haiwell HMI N1O
Haiwell HMI 415

Sereen resolution Anglel(® )
S00:480 e o b

Open LAN access

[ Show
B Fazzword allowed to be empty

Cancel
Figure23 Operating Platform

Step 2: Enter the compilation interface. After the compilation is successful, set an appropriate output
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path and click [OK] .
Step 3: After the file is saved successfully, a prompt box indicating successful saving will pop up.

Click [OK] to proceed.

Edit(f) View() Debug(D ToolM Help(H)
b | [> Offline simulation(F) | 192.168130.3 - § W &3 0 = | ¢ ¢ Bl (S G G %12 Sl o0 T o & M 2B

L\ TR e B S ==e2 RRE m - B ~ U [100% -]\ English

,
amed project Project |

7 800x480 Ensble netrork project 8853

Generate U disk run file X

Unnaned project

-1
./
N erve the operate records
Main_displ <Dblelick ment end
erve sttachment
Task
Ok Cancel
-~
) l
@blelick
Prompt J X
Event
TN o Sucoess! Fully zenersting the U disk run fils,save path
w L
<Dblelick
UserGroup
¢ o s o s o ™
™" T T +)

Figure24 Generate the Running File for the USB Flash Drive
Note: The file name cannot contain spaces.
(2) Downloading the Project Via USB Flash Drive
Step 1: When the device is in a power-off state, insert the USB flash drive. Power on the device and
enter the CBOX background setting interface. Click on [Project Settings] to enter the project setting
interface.
Step 2: Click on [ Download Project] to enter the project download interface.
Step 3: Select and click on [USB] ; choose the generated USB flash drive running file and click on
[OK] . After the download is successful, the CBOX device will automatically restart.

- s Back
Select the project file:/

[J PDF

Project Name:test

(4 System Volume Information

Project Author: CAD2024. zip

Project copyright:

Project Size:5. 39MB

. Setectea ritectontorse ()
Download Project

Figure25 USB Flash Drive Downloading Project
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3.2 Settings
(1) Settings
@ Set Terminal Name
Enter the CBOX background settings interface, click on [ Settings] , in the [ Local Settings ] interface,
user can see [ Terminal Name] , click [Set] , enter the new terminal name, and press the Enter key on the

keyboard. Terminal Name: Device Name.

Settings Back
D e 0D ED
Terminal Name: CBOX Enter the Terminal name (1710) @
5

l ]

Terminal code: @

adoaaasnnonn
o im0 nonEnBEnnnn -
Time: 2025-07-11 10:49:56 Auto Time Set na . .

asann

&
- anaD0onE

Figure26 Set Terminal Name

Note: The length of the terminal name should be 1 to 10 characters.
@ Set Terminal Number

Enter the CBOX background settings interface, click on [ Settings] . In the [ Local Settings ] interface,
you can see [ Terminal Number] . Click [Set] , enter the new terminal number, and press the Enter key

on the keyboard. Terminal Number: The number of the device.

Settings Back
T e @D e
Terminal Name: CBOX The Length of the terninal code less than 10 ©

Terminal code:
Auto Time:(;\

Time: 2025-07-11 10:54:00 Auto Time Set

I |
ﬂllﬂ!ﬂﬂl.l

- oDoDoooEs -

Figure27 Set Terminal Number

Note: The length of the terminal number is 0 to 10 digits.
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® Set Network Time Synchronization

Enter the CBOX background settings interface, click on [Settings] , and in the [Local Settings]
interface, turn on network time synchronization. Then click on the automatic time synchronization settings,
and the current time will automatically correspond to the network time.

Settings

[etings ) s W o B s

Auto Time Set

Time Zone: [UTC+08:00China

NTP Server Addr: [hina
Terminal Nam

NTP Port: 123

Terminal cod NIP Interval: 60 min

Save
Auto Time:(@ ~ m -
Time: 2025-07-11 11:25:01|Auto Time Set]

Figure28 Setting Network Time Synchronization 1
Enter the CBOX background settings interface, click on [ Settings]) , in the [ Local Settings] interface,
turn off the network time synchronization, then click on change time. You can manually input and set the
time. After inputting, click on [OK] . Clicking on [ Cancel] will not save the just entered time.

Settings

Time Setting:

2025 - 07 -1
Terminal Name: CBOX [Set 11 : 26 : 21
Terminal code: Q‘ m m

Auto Time:@

Time: 2025-07-11 11:26:24 Modify|

Figure29 Setting Network Time Synchronization 2
(2) Security Settings
@D Download Project Password
Enter the CBOX background settings interface, click [Settings] , and in the [Security Settings]
interface, turn on the [ Download Project Password] function. Set the CBOX download project password.
After the setting is successful, users need to verify the password when downloading projects or updating

firmware; otherwise, they cannot perform the relevant operations.
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Settings

Download Project Password: @ ——— Enter the download passvord (6720) ©
Enter the set interface password: (JJ .
@ ©
LAN Access: [Set Password [Eupty password
@

Figure30 Downloading Project Password

Note: The downloading project password should be set carefully. Once forgotten, the factory settings
need to be restored to reset it.
@ Background Password

Adding a password verification for entering the background can prevent security risks and economic
losses caused by unauthorized personnel's accidental operations. The specific steps are as follows:

Step 1: Enter the CBOX background settings interface and click on [Settings] ;

Step 2: In the [Security Settings] interface, enable the [ Background Password] function;

Step 3: Set the background password. After the setting is successful, users need to verify the password

Settings m

when entering the background settings.

cm o o e

(~]

N Enter the setting password (6720)
Download Project Password: (J) ks

S — T T T 1
e o1 fofsfefs]o]r]c]o]
LAN Access: Set Password |
(o]l ]e]v]u]i]o]e]
(oo falcfoln]i]e] ]

- aoooonnEs -

Figure31 Enter the Background Password
Note: Setting the password to enter the background needs to be set prudently. Once you forget the
password, you need to contact Haiwell technology support to clear it.
® Local Area Network Access Password
Enter the CBOX background settings interface, click [ Settings] , and in the [Security Settings]
interface. By default, the local area network access is enabled. Users can set it as needed. Click on [Set

Password] , input the password to be set, press Enter, input the password just entered again, press Enter,
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and the local area network access password just set will be saved. If users want to access this device through
local area network browser, local mobile device access, TVBOX local access, they must input the correct

local area network access password.

Settings Back

Enter the project visit password

Download Project Password: ()

Enter the set interface password: O

LAN Access: |Set Password||Empty password

Figure32 Set LAN Access Password

Settings

Download Project Password: O

Enter the set interface password: O

Setting succeeded. It is

LAN Access: [Set Password [Empty password recommended to set password to

improve security

Figure33 Clear LAN Access Password
(3) Other Settings
(@ Set the Frequency of Cloud Online Detection
Enter the CBOX background setting interface, click on [Settings] , switch to the [Other Settings]
interface, click on [Set] on [Set the Frequency of Cloud Online Detection] , and select the cloud online

detection frequency we need.
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Settings

Cloud On-line Detection:Auto \@

Now channel server:Qingdao, China @

MgttAgency: O

Figure34 Other Settings

Settings Back
Cloud On-line Detection

[ [ omn [ 2an ][ wan |
Cloud On-line Detection:Auto /

D b D e

Now channel server:Qingdao, China Set|

MqttAgency: O

Figure35 Online Detection Frequency of Device Cloud
@ Set up Server Channels
Enter the CBOX background setting interface, click on [Settings] , switch to the [Other Settings]
interface, click on [Set] on "Current Server Channel", users can choose the required cloud server address
in the pop-up window. When the selection is completed, the current server channel will be displayed as the
selected server. Click on [Auto] , the system will automatically select the relatively closer cloud server

address according to the IP address. Click on [Close] , then the window can be saved and closed.
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Settings Back

Cloud On-line Detection:Auto [Set]

Now channel server:Qingdao, China \Q\

MqttAgency: ()

Figure36 Current Channel Server

Settings Back

Channel server select

(.
Frankturt, Gormans| - [Shenzhen, hina] [singsore,Sngapore| [Jetarta, tndonesia] - [Bansl Thatand

Cloud On-line Detection:Auto Set|

[ Auto I Cioso |
Now channel server:Qingdao, China/

MgttAgency: ()

Figure37 Channel Server Selection
® MQTT Broker

Clicking on MQTT Broker allows you to enable or disable the MQTT Broker. When enabled, CBOX
will act as a small MQTT server, with the server address being the Ethernet or WIFI IP address of the device.
For detailed usage of MQTT, please refer to the MQTT User Manual. The MQTT Broker is disabled by
default and will remain enabled until manually disabled.

Devices within the local network, such as BOX/HMI, can report to the device with the MQTT Broker
enabled, facilitating data interaction. In Haiwell SCADA Cloud Configuration Software, the specific
configuration for reporting is as follows: Create a new project — Add a data reporting server — Add an
MQTT server — Enter the reporting IP (the IP address of the device with MQTT enabled) and click
Confirm; Add a data group — Select remote reporting via MQTT — Add a group identifier —

Configure the recording method — Add channel variables.
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Settings

Cloud On-line Detection:Auto

Now channel server:Qingdao, China

Set up success

MqttAgencY@l

Figure38 MQTT Broker

| 1 | &% P> Online simulation(FS) [> Offline simulation(F6) | 192.166.130.2 SR BECSDD RN WD BB a T smE |
RE-0/000-COENAZT-RR (2 - =~ = = R m

i = L] | B~ u[i00% | englsh
Project browser 2 e 3

20 S [0]s1 52 ssfp 7
(foOEENEZENE -©0|

127.0.0.1
Data group

Client T
PN Code v

() Enble ssoalation verifisation

Perpheral

Figure39 Add Report to MQTT Server

(4) Sound Settings

Users can set the sound options of CBOX on this interface, but except for the buzzer, other sounds
require an external sound card and speaker.

@ Buzzer Switch

Enter the background setting interface of CBOX, click on [ Settings ), switch to the [ Sound Settings]

interface, and turn on the "Buzzer Switch". When operating the CBOX, the device will give sound feedback
of “beep”.
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Settings

Startup sound:O
Startup T15: (P

Volume: <) 0

Figure40 Beeper Switch
@ Startup Sound

Turn on the "Startup Music" switch, and the device will play the music that has been set in the SCADA

Settings

project when it starts up.

Beep: o

Startup sound:()

Startup T15: ()

Volume: <) 0

Figure41 Startup Sound
The settings in the SCADA project are as shown in the following figure:
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Project properties ? X
Basic information Seourity Device server Settings hooess Hire purchase
Cloud naintenance  Compemydnfo  Project attachnent  lore

Boat Muzic
Music Sound Text
B Eable [ Ensble
O Last OiCuston! (O Fastory
Delete Flay Pl
[ Enter the home page and stop playing

e

Figure42 Customization Settings for Startup Music
When "Factory Reset" is selected, check "Clear Custom Music on Device" to perform a factory reset

and remove all existing custom music.
Project properties 7 X

Basie informatien Security Device server Settings Access Hire purchese
Cloud nsintenance  Compemylnfo  Froject attechnent  More

Boot Music

Music Sound Text
@ Ensble | Enable
O Last () Custom  QiFactory;

[ tlear custon nusic on the device

() Enter the home page and stop plaving

casl

Figure43 Factory Settings for Startup Music

® Startup TTS
Turn on the "Startup TTS" switch, and the device will read out the text content set in the SCADA

project when it starts up.
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Settings Back

Beeo: (P

startup sound: @)

Volume: 4) 0

Figure44 Startup TTS
Open Haiwell SCADA (version 3.39.0 and above), double-click on I Prejectproperties  epter the
project property interface, click on [Boot Options] , enable text-to-speech, input the corresponding text
content and the setting is completed.

Praject properties ? X
Brlle fefamotion | Scomlty | Do oovoe Sottfee | feocon | Mo pamdhem
Cloud maintenance CompanyInfo Project attachment More Boot Setting

Boot Music
Musiec Sound Text
B Enchle @ Enchle

1
O Lazt (O Custom () Factory

Flay

[J Enter the home page and stop playing

Figure45 TTS Settings
3.3 System Information
(1) Restart the Device
The user enters the background settings interface of CBOX, clicks on [ System Information] , selects

[ Restart the Device] , and then the CBOX device can be restarted.

27


https://en.haiwell.com/

"i Haiwell 385 o haiwell.com Haiwell (3§3) User's Manual of Haiwell Intelligent Gateway CBOX

Information M

Machine Codo: ybbet bl s 2+ B LANL 1P:192. 168, 130.3
ETHI MAC:C2:14:4C:94:1D:8D

05 Version:vL. 1.1 (01)

Version: CBOX-CPU-VL. 2.0 WIFL IP:192.168.18.55

ersion:3.40. 1.
Reboot Update

WIFI MAC:30: 1B:97:B4:F3:81

Figure46 Restart the Device

(2) Firmware Update
Select "Firmware Update", enter the firmware upgrade interface, choose "USB", select the appropriate

firmware update package, and click "OK" to upgrade the firmware. After the upgrade is successful, the

Information

device will restart.

Machine Codo:7070847700110148135 =)
08 Version:vl. 1.1 (01)
HW Version:CBOX-CPU-VL. 2.0

APP Version:3. 40. 1. 12

P A o= [ ox ]

Figure47 Firmware Update

3.4 Network Settings
The CBOX supports multiple network connection methods, including Ethernet, WIFI, and 4G.

Through different networking methods, the CBOX connects to the Internet, enabling remote access, remote
operation, and remote Penetration.

(1) Ethernet Settings
Go to the CBOX background Settings screen, tap [ Network] to enter the Ethernet Settings screen,

and turn on "Network switch". The network type includes DHCP and Static IP.

@® Dynamic State IP
Network type selection [DHCP] ,Click [Savel , The device automatically obtains it IP.

@ Static IP
Network type selection [ Static IP], Enter the correct IP address. Subnet mask code~ Default gateway

and DNS, Click [ Save], After verification, CBOX Devices can be connected to the network via Ethernet.
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Network
o
s-nch:() Save
oo 5 CNNENE
Local IP: E E
st ] [} [} ]
I

Gateway: 100 |
AlteDNS: 211 | .

66

Figure48 Ethernet Settings
(2) WIFI Settings

Click on [WIFI] to enter the WIFI settings interface, which supports connecting to the network via
WIFIL In the WIFI settings interface, turn on the WIFI switch, select the target WIFI account, enter the

correct WIFI password, and after verification is successful, you can connect to the WIFI network. After

successful connection, a green tick" " will be displayed.
Network Back
Switch: D 1P:192. 168. 18. 55
H (] | .. ‘ Haiwell =
CHODSE & NETHORK. .. *a¢

Figure49 Successful Connection to WIFI
After a successful connection, you can see the gray " ". Click the ™ icon to set the IP address, subnet

mask, default gateway, and DNS statically or dynamically. After the settings are completed, click [Savel

to set the IP address information of the WIFI. Click "Ignore this network" to disconnect from this WIFI. If
you need to use this WIFI again, you need to re-enter the password to connect.
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Network

Switch: O 1P:192. 168. 18.50

‘ o Haiwell - EQ
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[ anore wiri Jf save Ji close |

Figure50 WIFI Network Information

Note: (DCBOX needs to be connected to a WIFI antenna; otherwise, the signal strength will be weak,
and it won't be able to connect to WIFI or search for it. @WIFI can only search for the AP frequency band
of 2.4GHz, and 5GHz cannot be searched. If you use a mobile phone to open a WIFI hotspot, please pay
attention to setting the hotspot frequency band.

(3) Personal Hotspot Settings

Click on [ AP] to enter the Personal Hotspot interface. CBOX can also share a Wi-Fi hotspot with

other users. Turn on the Personal Hotspot switch, set the hotspot name and password, and you can share a

Wi-Fi hotspot with other users.

Network

AP: O 1P:10.5.5.1

= e \

[ \

Figure51 CBOX Personal Hotspot
To set the hotspot name, click on "Hotspot Name", and a hotspot name input box will pop up. Enter

the hotspot name, press [Enter] , and finally click [Save] to save the added hotspot name information.
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Network Back
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Figure52 CBOX Personal Hotspot Name
Set a password, Click on "Password", The password input box is displayed, Click on the top left
corner of the input box “~ You can switch between plain-text and ciphertext passwords. Enter password,

Click [Enter] , Finally click [Savel , You can save the added password information.

Network Back
T O O D O
AP:O 1P:10.5.5.1
Wifi Name: BOX-709291~ . 6
The length of the password must be 8720 or no password
Password:
| o Joff = =
cosoasnnanan
nopnnooann:
anonoaonnon
ooononann
&
¢ Boannonoe -

Figure53 CBOX Personal Hotspot Password

CBOX The Ex-factory default Hotspot password is empty.

Note: The hotspot name contains 6 to 18 characters, The password can be empty or contains 8§ to 20
characters. Out of range, Click Enter, Enter the name of hotspot, The password will not be displayed in the
appropriate location, and pop-up prompt.

(4) 4G Settings

Click on [4G] to enter the 4G configuration interface. The device is externally connected to a SIM
card. Users can identify or obtain relevant information about the device and its SIM card through three
codes: IMEI (International Mobile Equipment Identity), IMSI (International Mobile Subscriber Identity),
and ICCID (Integrated Circuit Card Identifier).

@ Disabled 4G
Turn off the 4G switch, a prompt "Closing..." pops up, and only the IMEI code is displayed. At this

time, the device is not connected to the 4G network.
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Figure54 Disable 4G Function
@ Enable 4G
Turn on the 4G switch. At this point, the device can access the 4G network. A pop-up window will
display the IMSI (International Mobile Subscriber Identity) and ICCID (Integrated Circuit Card Identifier)

as well as the signal strength. At this point, the device can access the 4G network.

Network Back
o
46: (}s;mlx Medium C

IMBL: ==

INSI: ol

ICCID: i

o, [poenae [t ] e [10] [5] [ew] [0 @D

Figure55 Enable 4G
APN Settings: Click on the "Default" option for APN, and you can choose between "Default" and
"Custom" methods. If you select "Custom", you can modify the APN (Access Point Name), username,

password, and dial-up number according to your needs.

32


https://en.haiwell.com/

"i Haiwell 587°  ¢qhaiwell.com Haiwell (3§3) User's Manual of Haiwell Intelligent Gateway CBOX

Network

S ) [
a6 @ Dsianal: Ko sorvice C

BT, msynsiy | g Choose Style Customize
ST, ey e

TOCTD: i s

APN: | Default cmnot

Figure56 APN Settings
DNS Settings: Users can set the 4G DNS function to configure DNS by themselves, solving the
problem of 4G network being unable to be used due to the probabilistic abnormality of automatically
obtained DNS.
Click on the [Set] at the DNS section to pop up the DNS configuration window. Users can choose
the DNS server allocation method. Selecting the static DNS server allocation method allows for custom

modifications.

Network

4G signi -
ol e

IMET: DNS address: [[Lag Satic

MST: { NS settings: 11

eI, e e

APN. DNS: 112, 5 . 230. 54

Figure57 DNS Settings
After setting the DNS server address, click [Save] to save the DNS server address.
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Figure58 DNS Settings Successful

Note: When the signal strength is displayed as "No Service", DNS information will not be shown.

Network M

o e ]

TMET: B62413076811324

IMSI: 460240396497578

ICCID:  B98608491924D1GI75TE  Wiew anral

ANy [ Deee — :l

Figure59 Service Less State
(5) Route Configuration

The router configuration not only supports the device to access the Internet through three modes:
"LAN", "WIFI", and "4G", achieving "device Internet access", but also supports sharing through LAN or
directly creating a hotspot to provide network connections to the outside, realizing "providing network to
the outside".

Route configuration includes: [ Route mode is not enabled] \ [ Wireless access point mode] \ [4G
routing mode] \ [Relay mode] \ [Client mode] \ [4G client mode)] , The default is [ Route Mode is
not enabled] .
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Routing mode: | Device intemnet access: Lan VI ©

Device internet supply: LAN hotSpot

Device interne

Device interne

Network

Routing set

Figure60 Routing Mode Settings Interface

The Routing Mode is

The comparison between routing modes and network types is as follows:

Close

Wireless Access | 4G Routing 4G Client
not Enabled Relay Mode Client Mode
Point Mode Mode Mode
(Routing Switch)
LAN/External
IS [ AN/External network LAN LAN No support No support
network
Connect to Connect to
\WAIDEN| AN/External network| No support No support No support
Internet Internet
Personal LAN/External | LAN/External | LAN/External
LAN No support No support
Hotspot network network network
External External
4G Outer net No support No support No support
network network
Network
Y Ethernet/ WIF1/4G Ethernet 4G WIFI WIFI 4G
Provision

@D The Routing Mode Disabled
The CBOX background Settings screen is displayed, Click [ Network Settings] , The route
configuration page is displayed, Click [Settings] , Click [Route Mode not enabled] , The message "This
mode will only close routes is displayed, do not perform other operations, confirm to disable the routing
mode. Click [OK] , That is the routing mode is disabled.
“Route Not Enabled” mode, only close the routing function of the current Ethernet, WIFI, and 4G.
In this mode, the hotspot only supports the local area network (LAN) and does not support the Internet. The

function settings of Ethernet, WIIF, and 4G remain unchanged.

Network

Routing mode: C)‘

Figure61 The Routing Mode Disabled
@ Wireless Access Point Mode
Enter the CBOX background Settings screen, click [Network Settings ], enter the route configuration
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screen, click [Settings] , click [ Wireless Access Point Mode] , the pop-up message "This mode will turn
off 4G and WIFI, are you sure to switch to this mode?", Click [OK] , that is, set to wireless access point
mode.

In Wireless Access Point mode, only the wired network provides the network. Other devices can

connect to the personal hotspot of the device to access the LAN and the external network.

Network

Routing set X
Device internet access: LAN VIFI W

Routing mode: |

Device internet supply: LAN

Device interne ‘

Device interne @ Close

Figure62 Wireless Access Point Mode

® 4G Routing Mode

Enter the CBOX background setting interface, click [ Network Settings 1, enter the route configuration
interface, click [Settings] , click [4G routing mode] , the pop-up message "This mode will turn off WIFI,
are you sure to switch to this mode?", Click [OK] , that is, set to 4G routing mode. In 4G routing mode,
only 4G provides the network for the device. Other devices can connect to the personal hotspot of the device
to access the LAN and the Internet. The wired network in this mode supports only LAN networks.
@ Repeater Mode

Enter the CBOX background settings screen, click [ Network Settings1 , enter the route configuration
screen, click [Settings] , click [trunk mode] , the pop-up message "This mode will turn off 4G, are you
sure to switch to this mode?" Click [OK] , that is, set the trunk mode.

In "relay" mode, only the WIFI connected hotspot provides the network. First, connect to a hotspot
that can access the Internet, and then provide a network for other devices through the personal hotspot of

the device, supporting the local area network and the external network. The wired network in this mode

Network

Routing set X

supports only LAN networks.

Device interne @ Close
Figure63 Repeater Mode
® Client Mode
Enter the CBOX background Settings screen, click [Network Settings ], enter the route configuration
screen, click [Settings] , click [Client mode] , the pop-up message "This mode needs to turn off the

personal hotspot and 4G, are you sure to switch to this mode?", Click [OK] , that is, set to the client mode.
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In the "client" mode, the network is provided by the WIFI connected hotspot, and the CBOX is
correspond to a router, and the CBOX connects to the wired network, and then connects to the device

through the cable to provide the network for the device. The personal hotspot function is not supported in
this mode.

Network Back
Routing set X
Routing mode: |  Device imternot access: L P

Device internet supply: LAN hotSpot
Device interne

Device interne

@ Close

Figure64 Client Mode
(6) Network Diagnosis

(D External Network Access
To use network diagnostics, click on the URL

/', Select a web address to access. If a message is
returned, then means device is connected to the network

Network
Net check

Routing mode: _

www. baidu. com

www. google. com

0% packet loss

Figure65 External Network Access
@ LAN Access

Use network diagnosis, click on the website, enter the corresponding IP address of the device you want
to visit, if the information is returned, then the access is successful

Network
Net check

Web Site: |192. 168.15.179 a @
Routing mode: e

JPING 192. 168. 15. 179

ING 192. 168. 15. 179 (192.168. 15. 179): 56 data bytes
es .
64 bytes from 192. 168. 15 179: seq=3 ttl=64 lee 0 702 ms

--— 192.168. 15. 179 ping statistics ——-

4 packets transmitted, 4 packets received, 0% packet loss
Ay 0 o zao

Figure66 LAN Access
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3.5 Cloud Settings

Cloud settings are mainly used to bind devices as personal or enterprise devices, facilitating users'
remote monitoring or centralized management. The prerequisite for using this function is to ensure that the
device can access the Internet normally. If the device is not connected to the network, please refer to the
2.3 Network Settings first and configure the device's network.

(1) Mobile Phone Cloud APP/ WeChat Applet Download
@® APP
Scan the QR code to obtain it directly

A

Haiwell

AP

Scan QR code to download APP Haiwell Cloud

Figure67 Download the QR Code of Haiwell Cloud APP
@ WeChat Mini Program

Search Xiamen Haiwell on WeChat official account, click Send Message, select Hotspot - applet in

the chat box, and you can directly enter Haiwell APP.
13:20 I 1321 LS

< Q o ¢ EITEH 2

v

i WSS BERE:  WEREEE 5100w messages
X

ETESHERRAT &
Login/Register @
Wednesday 17:38

Haiwell @i
RERE: Cloud Device
RER 8 2024-12-04 17:38:30

Following Message BETR:

RELM BRI
HERRESHENERAKFERAEL, TH-SWH...

Boriginal article(s)

REIREEN

Channel: Haiwell
14friend(s) following

#EER:  EquipMentCondition##Reportinf
Articles  Channel  Services o

RERE RERE

09:26
WX % XBOX . i
»
IMEFR
— evice
Z APP
2-06 09:26:57
.
R CBOX ARHE
[ S entCondition##Reportinf i
RiE-APP-ET AL == Servica Agreemsant and Privacy Policy

: = & BERN 8 2 fh S| 2
ABEIHEXPLC l | I” Local Dev. Cloud Dev. Overview  Wessage Mins
|
———— @ —— —

Figure68 Download the QR Code of Haiwell Cloud APP

Note: The WeChat mini program does not have a local device and requires downloading the Haiwell
APP.
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(2) Haiwell Cloud APP/WeChat Mini Program Scan Code to Bind QR Code
Enter the CBOX background settings interface, click on 'Cloud Settings', turn on the cloud switch, and
a QR code and machine code will pop up. If the cloud status shows offline, please check if the CBOX has

Cloud

successfully connected to the external network.

Cloud Switch:
CloudState: & Online

706 I "W alial

Cloud Naintain: Enable

Figure69 Binding Cloud Settings QR Code
Log in to the Haiwell Cloud APP on your mobile phone, enter the local device interface, click the
button in the upper left corner of the main interface, and then click on the dropdown menu to scan. Scan
the QR code to add the device. A confirmation binding prompt box pops up on the device, click [Confirm],

the device is successfully added, and the user can remotely access the device.

Add Personal Dewice = 13:40 il 7 @
a .
= St Thoud Marntena co &nateed < Edit Device
i - S u
® Q Local Device L J 5 -
=) Cloud Device
Y Scanner Records
Location
Q

Audit type

(® AKey + BKey audit

Aley + Password audit

> is found. Please try agair Remark

‘m
@
[ 3]

@ 3
ev. Overview  Message Mine . Confier

Figure70 Binding Device to Mobile APP
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Cloud Switch:

CloutState: » Oniins Device Bind

User Name:§§ Account: | TeER®™ o7
Please check the main information of the machine, confirm
that the user will be set up as the owner after the correct

click confirmation(AKey).
=
[ b o b L

e AT L1

Cloud Naintain: Enable

Figure71 Cloud Settings Interface for the First Binding of the Device - Confirm Binding
(3) Remote Monitoring and Control
Open the Haiwell Cloud app on your phone and enter the cloud device; Find the corresponding device
and click on [ Access] in the bottom right corner to remotely access the device. If the current project allows
remote operation, users can control the device remotely through their mobile phone.

< Cloud Device

WoR L
Demo project

€D ¢ Oniine DemoProject (B2 E

Members  Alarms

Device Name  Cloud Device
Audit Type Ay » Biey audit

PN Code 202044900 (@]
Ownar e

Location

Remark

Figure72 Remote Access to CBOX Screen Via APP
VI. Configuration SCADA Project
1. Project Establishment
This paper takes a new project as an example to realize CBOX and Siemens 200smart Ethernet
communication, and can achieve local access and remote access to CBOX screen control PLC.
1.1 Add New Project
Step 1: Open the Haiwell Cloud Configuration SCADA software and click "New Project" on the
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configuration software start page.

Figure73 New Project

Step 2: After clicking "Create a new project", a project property window will pop up. The project
name can be customized. Select the corresponding operation platform. Select CBOX-7/CBOX-10. Here,
the operation platform is distinguished by resolution. CBOX-7 is 800*480 and CBOX-10 is 1024*600 (the
model tail number -E , -GP all share one operation platform). After selection, the screen resolution of the
used device can be seen. The corresponding angle can be selected according to actual needs. If the angle is
not set, it will be set to 0° by default. Selecting "Local Area Network Access" enables the local area network
access function. You can use the Haiwell Cloud APP/PC browser/TVBOX to access and view through the
local area network. The password can be set to blank, meaning no password is needed for access. Finally,
click "OK".

New project 7 X

Froject name

Unnamed project

Funtime platform

IPC-P15/315/R15 (Linux)
IPC-P17/Q17/R17 (Linux)
IPC-P19/319/R19 (Linux)
IPC-P22/022/R21/R22 (Linux)

Screen resolution Angle(® )

S00:450 e o -

] Show

Fazzword allowed to be empty

Conel

Figure74 Selecting a Running Platform

1.2 Add New Device
Step 1: Right-click Ethernet in Project Browser and choose "Add Device". Click OK.
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Project(P) Edit(E) View(V) Debug(D) Teol  Help(H)
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Figure75 Adding a Device
Step 2: Select Ethernet (TCP/IP) for the device interface, select the device on the left to find the

corresponding Siemens model, and enter the IP address of Siemens PLC in the device properties.

Add device ? x

I Device interface

(O Serial (COMD © Ethernet (ICE / IF) (O Clond data Center O a1t
Choose device: Device Properties
7 Device o514 | E
Haiwell v Device information
£ HaiwellPLC Device name Haiwell PLC_1
- HainellBxtendlodule Device deseription
BECKHOFF ~ TCP/IP parameters
Dl Protocal TCP
e Address
Fatek Port TE
VEICHL Device station number 1
Fanasonic ~ Collect and communicate

Friority o
Formal speed frequency(ms) 300
Kigh speed frequencylns) 50

Low speed frequency(ms) 1000

mens 57-200CH/SHART Comm n tineout(ns) 180

demens 57-1200/57-1500 ttanpt times 1

Mi tsubishi n detect times 3
ONEOE A!?smpt interval (ms) 2000
TV, Failures ?exlxn:g . 3
Reconnec tion cel ling 0
IHOVANCE
Address

Tokogaw
L8

MEGHEET

Comman,

[il4 Cancel

Figure76 Setting Device Communication Parameters
1.3 Add the New Variables

After you click OK, a prompt box will pop up asking you whether to define variables for the device
immediately. Select Yes to add a Q0.0 and VWO0.0 respectively.
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Figure77 Create New Variable
1.4 Edit Screen

Project browser select the main screen, in the right of the library - function components, drag "bit

Settings" and "numerical display input" to the screen, double-click the meta binding variable.

@ 1] - CAUsers\ChenBi
Project(P)  Edit(E) View(V) Debug(D) ToolM Help(H)
%+ | & | 4 P> Online simulation(Fs) [> Offine simulation(F6) 1921681302 -~ § FI 51 W E (@ QM M B H @ B BB (12 2 % T & W2 2582 < [s0]s 2 sp F
RIRO-0/000-RCENAZ-TR]I2 4 = | R - 20 - B 7 U 100% - Engish -OEEENEZEEE -Q@
Project browser 2 X Project profile Siemens 57 200cN sMAR...  |EEVITOTRE Ve Cut(Ctr+X) jer User group manager

& gla Unnamed project
8 Project propertes

ey - 8 x

Pty —88888

© Variabe st task
et
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7 Startexecution eve
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Figure78 Edit Screen
If users need to write the VW value to the PLC, you need to select Input in the value display input

attribute, otherwise only read-only attribute.

21 mame  HunShowIput_L Symbol name HumShowIput_1

.6 Advanced Shape Common Basic  pdvenced Shepe  Common

stting
ead variable Address bind

Setting
Read variable Address bind . Display t
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j Tnput D B Input [ Show left

[:] Write variable is different from reade variable
Write variable 15 different from reade variable

L L dAdviee ke Tofe TR

(a) (b)
Figure79 Meta Binding Variable
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1.5 Debugging and Running
The developed and edited project can be run and debugged through "online simulation" and "offline

simulation".

a Haiwell Cloud Scada[3.40.0.11] - CAUsers\ChenBingMenDocuments\Hawell Scada\Temporary
Project(P)  Edit(E) View(V) Debug(D) Tool(T) HelpiH)
LR ‘1 P Online simulation(F5) [> Offline simulation(F6) | 192.168.130.2
REO-0 0 GO GCL § WAZ- TR Q (M- d-2
Project browser o x Project profile Siemens_S7_200CN_SMAR...
| a& Unnamed project i |

Figure80 Simulation and Debugging
(1) Online Simulation and Offline Simulation Differences
Online Simulation: take the port on the computer as the port of the CBOX screen, communicate with
the PLC, etc., for simulation and debugging.
Offline Simulation: that is, it does not communicate with the actual PLC, but only simulates the

screen of the simulation operation.

e Unnamed project — X

\ ;

Figure81 Online/Offline Simulation Screen
2. Device Management Tool
Open the configuration design terminal ¥ on the computer, click the device

management tool icon in the menu bar to enter the device management tool; Or click

[ Programs] , expand the installation file [ Haiwell Scada] , and click [ Haiwell Cloud HMI
Manager] to enter the device management tool.
Supports effective CBOX control using local and cloud management.
2.1 Local Management
In local management, you can select and manage devices based on the IP addresses of devices on the
LAN.
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a
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Device IP 192.168.130.3 |  Download Projest Menager Aosess to equipnent [ huto refresh Batch Update 10000 ms  Setting
A Local manager X
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Device Info hnd Operate
Route Device IF Termins al Fame Penetration Operate
= Device alias 192.168.130.3 Gkl Ll
= e e Gt Fenetration Hanage
- L Download Project Vpload Project Penetration Manage
"l
- - Penetration Manage
Update the firmeare Update Time £
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Get Version Vpload History

Restart Device Get the P code
Boot Options Penetration
"
- - File management Tz

Figure82 Local Manager
2.2 Cloud Management
In cloud management, users can log in by mobile phone or email. Device administrators and owners
can manage current devices, but common users do not have device management rights. Users can log in to
the device Manager by entering the correct account and password. After login, users can select a specific

device and perform management operations.

Looal Menager Clond Manager

Logout
Search Batch Update 80000  ms Setting
E @B
TAen B Machine Code e‘icg o T - —— Rane [ T —— [F—— Operate
gin o,
L X
| {FRone LOEN] Email Login Setting Download Penetration ey
| Phon. haze
86 - L] |
Device Info And Operate
Pazsvord: ®
RRRRAREAE Device alias Cloud Device
8 Remenber Password 0 Gymoicha
n .\1 ad Froject Upload Ereject
Legin
Updats the fir Updsts Tine
r— ion Upload History

Restart Devi Penetration

File management

|
Figure83 Cloud Manager
3. Project Download
3.1 Local Download
Step 1: Go to the Device management tool. You can choose to use local management or cloud

management, find the corresponding CBOX, and click "Download Project".
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Figure84 Local Download Project
Step 2: In the confirmation download interface, you can choose whether to retain history and alarm
records, whether to retain recipes, and whether to pack fonts for download according to your needs. You

can check it by default and click "OK".

M Project download confirm X

Project Wame:

C: gl g m i 'l_ ‘RuntimeiUnnamed project. hwrun

Equipment IF:
192, 165.130. 3

| Initial Configuration
[ Reservations formula B Reserve the operate records
[[] Reserve the users (] Reserve the power—off protection

[] Reserve history and alarm records [] Reserve attachment

Cuel

Figure85 Project Download Confirmation
Step 3: Wait until the message "Download success!" is displayed. Click "OK" to run the new project
on the CBOX.

Prompt X

‘ o Download success! ‘

Figure86 Download Successfully

3.2 Remote Download

Step 1: To use cloud management, you need the CBOX to connect to the Internet and the cloud is
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online. Log in to the cloud APP account and password, find the bound CBOX, and select Download Project.

3 Device Manager Tool o X
Vser Nume:! “wfulie
Parzonal devices v Connuni cation Tineout Logout
Search Batch Update 80000 s Setting
ju =z
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B A il e B CTH-GY 3.36.9.4 Dowrload Penetration Manage

Figure87 Remote Download Project

Step 2: The follow-up is the same as the local download, and will not be summarized here.
4. Project Operation

After the project download is successful, wait for CBOX restart, after the successful restart, the touch
screen will automatically open the project start screen, the toggle bit is set to on, the value displays the input

write value of 10, and you can observe the PLC monitoring to see that there is a successful write.

Figure88 CBOX Running Screen
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Figure89 PLC Real-time Monitoring
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5. Local/Remote Access CBOX Screen
5.1 PC Local/Remote Access
(1) PC Local Access
Method 1: Local management After downloading the project, check the project properties to run LAN
access, you can enter the CBOX IP address in the browser and press Enter to locally access the CBOX

screen (for example: 192.168.130.3).

192.168.130.3

Figure90 Enter IP in the Browser
Method 2: Local management in the Device management tool Click Access Device. The browser is

automatically displayed to access the device on the LAN.

| ™ Device Manager Tool m] X
| Local Manase Clond Manag:
| Terninal Fame: CEOX Conmunication Tingout
Device IF 1521681303 | Download Project Manaz: to refresh Refrech Eatch Update 10000 ms Setting
=]=]
Route | Device IF Terninal Hame Terice Type Firnware Running Project Hane Download Project Penetration Operate
B S — ey rowravan “rener: arron S mamage
. B

Figure91 Manage Access Devices Locally

) m

Figure92 Browser LAN Access
(2) PC Remote Access

Step 1: open the computer browser, type https://ecloud.haiwell.com/ access to the Haiwell for I1oT at

cloud platform, login password is selected to individual users into the platform.
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Figure94 Select Individual User )
Step 2: In the device list, select the corresponding CBOX and click ol ‘ Enter device details.

Total § items

Figure95 Enter Device Details

Step 3: Click "Access Program” in the device details to access the CBOX screen remotely.
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Device Details

Cloud Device

-

88838
@ CBOXS
3.40.1.12
CBOX
® Online Unnamed project O
Management Team Visitor Alarm Information Project Sharing Effective Access Time Control

>

Enabled
Bound &7
2025-07-04 17:10:01

- W

Role Name Personal Cloud Account Personal Nickname
] -
" = 'S ] W L™ | g
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Figure97 Remote Access to CBOX Screen

5.2 Remote Access on Mobile

Open the Haiwell Cloud APP or WeChat Mini program on your mobile phone, log in to the cloud

device with the account password, select the corresponding CBOX device, and finally click "Direct access".
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Figure98 Remote Access to CBOX screen on Mobile Phone

VII. Remote Penetrate PLC
VIII. Remote Penetrate PLC

In this paper, Siemens 200 smart transparent transmission as an example, in the case of successful
Ethernet communication between CBOX and PLC, then perform the following steps to achieve the remote
download of PLC function.

1. Modify the Computer Supply Network Segment

Open your computer Settings and click [ Change Adapter Options]

Network and Sharing Center

= O

> v 5% > Control Panel > Network and Internet > Network and Sharing Center ~ [e] Search Control Panel A

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings |

Change acdvanced sharing adc.com Accesstype:  Intemet
seftings Demain netwark Connections: .l WLAN (Haiwell)

Media streaming options

FiOBIRRRLE Accesstyper  No Internet access
Public network Connections: [ LK 2

Change your networking settings
W Set up a new connection or netwark

" Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Seealso

Internet Options

Windows Defender Firewall

Figure99 Open Computer Settings
If the computer is supplied by Ethernet, check the Ethernet IP address segment to ensure that the
Ethernet IP address segment is different from the PLC IP address segment. For example, if the IP address
of the PLC is 192.168.130.6, then the IP address segment of the computer's Ethernet must be changed to an
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address other than 6.

[E' Metwork Connections B " §

T~ E‘ > Control Panel > Metwork and Internet > Metwork Connections » v Search Network Connections 0

Organize v Disable this network device Diagnose this connection Rename this connection Wiew status of this connection Change settings of this connection B~ O 0
Ay v K. EFmmsE W
W adc.com S Not connected —r g2
d{m Realtek 8821CE Wireless LAN 802.... 3@ Bluetooth Device (Personal Area ... G Realtek PCle GbE Family Controller
L"_ LA 2
o= _ Network cable unplugged
¥ W TAP-Windows Adapter V9
Mo preview available.
4items 1 item selected =0

Figure100 Check the Supply Network Segment 1
2. Open the Device Management Tool
After the successful communication between CBOX and Siemens 200 smart according to the previous
project, open the configuration SCADA software - Tool - Device management tool, select Cloud

Management, and carry out transparent transmission of the device.

@ LA Status | ,'E L2 Properties b Intemnet #H¥AE= 4 (TCP/IPv4) Properties X
General Networking ~ Sharing General
| n
Connection Connect using: ‘You can get IP settings assigned automatically if your network supports
. this capability. Otherwise, you need to ask your network administrator
IPv4 Connectivity: Internet @ Realtek PCle GhE Family Controller for the appr_?ﬂiabe biz] settirEs. .
[ IPV6 Connectivity: T S y— e network segment must be different from
| : E . 5
e Enabled Corfigure... Oobmintam?falagrg'sgtammra .sﬁﬁgment to avoid IP conflict
I Duration: 00:03:52 This connection uses the following tems: © Use the following IP address:
| Speed: 100.0 Mbps E Microsoft 3452 Pk 1P address: _192 168 -210
betat " Microsch FHEATS A TEN A | —-mm(—*
etaie... || @ B trme e ek
e i B ST ] = [T | oo e
L oM Pt P lER BB ea e o 15 e ma HS
o ) PR
Acthity : mz;ﬁﬁ;:g?m;gz{a%é]ﬁi Obtain DNS server address automatically
Sent H 0 Use the following DNS server addresses:
. X Preferred DNS server: \:I
- o tens o8 Install.. Uninstall Properties

ERIERI B Intemet 35 o ZHEERARI 1BRIEE
el ATIETEREE RIS DEls

Diagnose

([ validate settings upon exit Advanced...

Close
- oK

OK Cancel

—

Cancel

Figure101 Check the Supply Network Segment 2
Note: Ifthe computer has WIFI function, the network mode can use WIFI first and then perform VPN

transparent transmission operation.
3. Open the Device Management Tool

After the successful communication between CBOX and Siemens 200 smart according to the previous
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project, open the configuration SCADA software - Tool - Device management tool, select Cloud

Management, and carry out transparent transmission of the device.

Local Managar Cloud Manager

User Fune:
i Communi cation Tineout Loesat

Batch Update [T Setting

Operate

Benstration Hanage

Devioe Tnfo And Operate

Device alias Cloud Device

Davice Operateion

Doenload Froject Ugload Project {

Update the firmware Update Time

1 Gat Version Vgload Hiztory [l

| Restart Device Pentration

File management

Figure102 Open the Device Management Tool
4. Connect Penetrating Devices

Please turn off the device's routing mode before penetration.

Use the device management tool - Cloud Management to perform VPN transparent transmission, log

in to the cloud account, select the corresponding Intelligent device - and connect the device.
| E Haiwell cloud penetration V1.4.16

Equipment infermation

Equipment name: Cloud Device PN Code: | |

Transparent transmission equipment list

1 - - -
1D Device Device type Communication type Station address P

1 Siemens_S7_200CN.., 57-200 TCP 1 192.168.130.6

Penetrating information

PLC Device: 2
Mode: () Indirection () Immediate
Connection status: 3

Start penetrate

Figure103 VPN Connect the Transparent Device

After connecting the device - select the corresponding PLC, and the transparent transmission mode is
the transit mode by default. In this paper, select VPN, click Start transparent transmission, and fill in the IP
address to establish a virtual IP address through the CBOX’s screen.
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‘
Equipment information

Equipment nane: Cloud Device M Code: lomy allommsm

| Transparent transsission equipsent liszt
[»] Device Device type Communication type Station address P

1 Siemens_S7_200CN... g p— o 192.168.130.6

3 VEN trans nt i35

| B parent transmission

| Enter an IP address in the same network segment
@s the PLC IP address and ensure that the IP addrgss r -1

Boes not conflict with other IP addreises IF address 192 . 168 120 60 | Enter the IP subnet mask of the PLC
For example, the IP of the PLC here is
[192.168.14.250 (P does not conflict) Subnet mask %6 . 265 0 o
= 255.255.0.0 is recommended
Transsission port (8 Lanl Lan2

=

Do mnot modily network parsmeters during
transoarent tranoaission!

Fenatrating infeormation

PLC Device

Made Indirectien Tamediate VIE
Connection status. Resdy te penetrate

Start panetrate

Figure104 VPN Transparent Transmission Fill Information

Note: Click after start pass through. The virtual IP address that needs to be set up here is not an IP
address that is exactly the same as that of the PLC. The IP address is in the same network segment as the
IP information of the PLC device that needs VPN transparent transmission, and there is no IP address
conflict with the local area network where the PLC device is located. Subnet Mask Enter the subnet mask
corresponding to the PLC IP address or 255.255.0.0, and click OK.
5. VPN Status Check

After the preceding operations are performed and transmission through is enabled, you need to check

the VPN status. Open your computer Settings and click [ Change Adapter Options] .

: :‘: Metwork and Sharing Center - D -

€ > v 5% > Control Panel > Metwork and Intemet > Network and Sharing Center e @) Search Control Panel pel

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing adc.com Access type: Internet
settings Domain network Connections: ) WLARN (Haiwell)

Media streaming options

FIHBIMMS Access type: Mo Internet access
Public network Connections: [ LI 2

Change your networking settings

@ Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
| Internet Options
Windows Defender Firewall

Figure105 Change Adapter Options

Locate the Ethernet (in this case, Ethernet 2) where the virtual network interface TAP-Windows
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Adapter VO is located. Double-click the "Ethernet 2" interface.

E‘ Network Connections = a X
™ E‘ > Control Panel > MNetwork and Internet > Netwark Connections ~ Search Network Connections @
Organize = Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection - O o
| - - 1 x - "
.._ WLAN .._ EF NS _.._ AR
| o= adc.com S— Mot connected o= Network cable unplugged
stfm Realtek 8821CE Wireless LAN 802.... 3§ Bluetooth Device (Personal Area .. 3§ @7 Realtek PCle GbE Family Controller
= LUkR 2
|
u pt 4
| L‘..,"« FRBIRIREE
& TAP-Windows Adapter V9
Mo preview available.
4iterns 1 item selected =0Od

Figure106 Open the Virtual Network Card
Click [Details]) , you can check the IPv4 address and IPv4 subnet mask information in the pop-up
"Network Connection Details" page, and when the two are consistent with the VPN parameter Settings,

you can start the transparent transmission PLC device.

\ - nnectior ) } I
0 LA 2 Status b4 Network Connection Details b4
General &g Metwork Connection Details:

X _ﬁ Property Value
Connection Connection-specific DN
IPv4 Connectivity: Mo Internet access Description TAP-Windows Adapter V9
IPvE Connectivity: Mo network access Physical Address O0-FF-E7-4E-EF-28
Media State: Enabled DHCP Enabled
Duration: 00:06:21 IPv4 Addres: 192.168.130.250
Speed: ubnet Mask 255.2550.0
Lease Obtained 6:53.42
Details... Lease Expires 2025F125178 16:53:42
IPvd Default Gateway
IPv4 DHCP Server 192.168.0.0
Activity IPvd DNS Server
- IPv4 WINS Server
Sent — kg —  Received NetBIOS over Tepip En...  Yes
T Link4ocal IPw6 Address fed0: 44X 61 .aade:5A0L1E
Packets: 94 I a IPw6 Default Gateway
IPv6 DNS Servers fec:0:04fff - 1%1
fecO:0:04ff::2%1
¥ Properties ¥y Disable Diagrose -
Close 1

Figure107 Check the IP Address of the Virtual Network Card

Note: When the result of the query 1s: The generated TAP-Windows Adapter V9 network interface is

connected to an unidentified network, and its right-click status is displayed - The IPv4 address and IPv4

subnet mask in the details are consistent with the VPN parameter Settings, you can start transparent
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transmission of PLC devices.

(The preceding method is used to query VPN status in windows 10. In windows 11, you only need to
click Settings > Network and Internet > Advanced Network Settings to query related network information.)
6. Transparent Transmission PLC

Open the Siemens programming software and click to go online. In the dialog box that is displayed,

select the TAP-Windows Adapter V9 network interface driver. Click Find CPU, you can appear online PLC,

if there is no CPU can be added manually enter the PLC IP address.

fFR AEdas) - Project] - STEP 7-Micro/WIN SMART

Open Preview Project h
Jd H‘ea—n “’ ‘ | jvms-‘af‘m ‘%:omml . ‘ o
.m._...m“'
_L...___w_....— M” ectior ‘........a-‘ brariei | GsOMC_|

Communications X

|| commurscaton nterfoce

Reates P0e GE ..i,m TP Auto.1 =] Press the Edit"bution to change the IP ata and station name of
| the selected Lights” button to contnuously
a connected CPU.

. e e Pt
fach CPULEDS to visually locat

MAC Address.
_ [ECOC:AOSSENOA Flash Lights
4 133 Edit

mm%mwwwml

05, -and )

Figure108 Select the V9 Communication Interface

Select the IP device connected to the Siemens SMART PLC and double-click the corresponding IP to
connect the PLC.
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Figure109 Look Up CPU
After the connection is successful, you can see the connection status below, and you can download the

PLC project.

TN Project! - STEP 7-Micro/WIN SMART - 8 x

| ﬂ SBA_0SERO) H

L INT_D(MTOl
% (2 Symbol Table:

;i
>
= st S oo B ....TT]T!|T -

] ShivRotate
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- e e — 1 o —
5 Tivers [ Sigred | ™S | TEMP

% ] PROFINET | Siged ™ 1 _(TEMP
1l Libearer jr| " Signed I ]

5] Call Subnasines

i

T
Figure110 Check Connection Status

Note: VPN transparent transmission support PLC and Haiwell products communication failure can
also be normal transparent transmission;

VPN transparent transmission supports all PLC devices in the same LAN with transparent

transmission set [P address parameters.
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IX. Factory Reset

During the use of the device, the factory reset function can be used to restore the CBOX to its initial
state. The operation method is as follows:

First, confirm that the RST button on CBOX is functioning properly by clicking it and listening for a
"beep" sound.

1. Restore Network Configuration

The network configuration and the password for entering the system settings interface will be restored
to their initial states.

Steps1: Press the [RST] button briefly three times to enter the network configuration restore mode.
Wait for the buzzer to emit a "beep" sound and the three lights to flash slowly. This indicates a successful
restoration.

2. Factory Reset

The network configuration and the password for entering the system settings interface will be restored
to their initial states; all system settings information will be restored to their initial states.

Steps 1: Press and hold the [RST] button for 5 seconds. The three lights will flash slowly, entering
the factory reset network configuration mode. Release the [RST] button.

Steps 2: Within 3 seconds after releasing the [RST] button, press and hold the [RST] button for 3
seconds again. The three lights will flash quickly, entering the factory reset mode. Release the [RST]
button. If the buzzer emits three "beep" sounds, the restoration is successful.

X. Common Problem
1. What is the default IP address of CBOX?

The factory default IP address of CBOX is 192.168.1.112. To modify the IP address, refer to the (1)
Ethernet Settings for specific steps.

2. How to upload/download projects locally on CBOX?

Local Project Download:
® Ensure CBOX and the computer are on the same local network and share the same subnet.
® Open the configuration software — Device Management Tool — Local Devices.
® [ ocate the target CBOX device in the list and click Download Project.

Local Project Upload:
® Ensure CBOX and the computer are on the same local network and share the same subnet.
® Open the configuration software — Device Management Tool — Local Devices.
® [ocate the target CBOX device in the list, select Manage to enter the local manager, and click Upload
Project.

(Note: Project upload is disabled by default. To enable it, open the configuration software, go to Project

— Project Properties — Security Settings, check "Allow Project Upload" and set an upload password.)
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3. How to access CBOX's background settings?
3.1 Method 1: LAN Access
Computer:

Ensure the computer and CBOX are on the same LAN and subnet. Enter [Device IP]/setting in the

browser (e.g., 192.168.130.4/setting) to access the background settings.

[=] 1921

Terminal Name:CBOX Q;E English

Project Network

Settings Information

Cloud Back

LAN:192. 168. 130. 3
WIFI:192. 168. 18. 55 (using)

Figurel1l Browser-based LAN Access to Background Settings

Mobile:

Connect the mobile device to CBOX's built-in hotspot via WIFIL. Open the Haiwell Cloud APP —
Local Devices — locate the CBOX device. If the device is not visible, manually enter the hotspot IP
10.5.5.1 in the top-left corner of the Local Devices page, then click to enter the background settings.
4. Unstable or failed communication between CBOX and Ethernet devices?

Communication Failure:

Step 1: Verify wiring connections. Use a multimeter to check pin alignment if necessary. Ensure
communication parameters (COM port, station address, protocol type, baud rate, data format, etc.) match
the configuration in the project.

Step 2: Test communication using a third-party tool (e.g., Modbus Poll). If unsuccessful, the device
may use a non-standard Modbus protocol.

Unstable Communication:

Step 1: Adjust Communication Timeout (recommended: 1500ms) and Packet Length (recommended:
10).

59


https://en.haiwell.com/

"‘i Haiwell 585" e haiwell.com Haiwell (3§3%) User's Manual of Haiwell Intelligent Gateway CBOX

FlUjgLIE)  EUILE ViEwlY)  UEDUYW) 10O neipoy

P dp- | | &% P Online simulation(F3) [> Offline simulation(F8) | 192.168.130.3 SR ME QY4B WE L%

MrIO-0 - 0 e0-CCENAZ- MK QIS L== =2 Fh 20 Y
Project browser =i BX Project profile 1:Main_display* Variable manager

=il Unnamed project Property Setting 0 X [B] we

[B Project properties
Deviee statien nunber Address

; Tevice information TCP/IF parameters Collect and communicate Other

1182, 166,

Collect and communicate

£ Ethernet /'
1B vodbus_1 By Ml ool Breamemaie)
& CloudDataCenter

& wgrm p i3] oo =
A Slave device

{ ] Device dassification
Variable E0 2] [1000 =5
# External variables

# InternalVariable
System variable 1500 I E]
Lo slave vaniable

L. varizble dassification

Hich speed frequency(ns)  Lov speed frequency(ns)

Conmunication timeout(mz) | Collection sttempt kimes

Tormuzication defect Fimes  Attempt intervalims)

-l Display ‘3 i| 2000 i\
Q) Task . . ) ~
"0 saptiask Failures ceiling Reconnection ceiling
i@ Variable set task B El P &
ey E;E:;rtaxemhnn - High and Low Word Block length
1% Display show event oD AR v [ =
17 Display hidden event
1% Varizble change event Addvess offset Communi cation interval (mz)
[-#§¥ User security basze 0 o | =
i Recpe
A Marm Batch write instructions
) History record Supportad ”
%P Data group e
[ Report
[ Operation record
{38 Font manager
€ shape library Set device variables Restore default parameters 0K Cancel

. P Jage center

Figure112 Adjusting Communication Parameters
5. CBOX reads incorrect values from devices (e.g., flow meters, energy meters)?
CBOX defaults to CD AB byte order. Adjust the byte order in the configuration project to match the
target device. Use tools like Modbus Poll to test different byte orders if unsure.
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Figure113 Modifying Byte Order Settings
6. How to unbind the owner Akey in CBOX cloud settings?
Owner Akey is accessible

Mobile: Open the Haiwell Cloud APP/WeChat Mini Program — Cloud Devices — Select the
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device — Edit Device — Delete Device. (If other users are bound, remove them first.)

Computer: Log in to ecloud.haiwell.com — Device Center — Device List — Select the device —
Delete Device.
7. CBOX cloud status is offline. How to troubleshoot?

Step 1: Go to Background Settings — Network Diagnostics, ping cloud.haiwell.com to check server
connectivity. If failed, resolve network issues.

Step 2: In Background Settings — Local Settings — Other Settings, switch the server channel (e.g.,
switch between Shenzhen/Qingdao servers).

Step 3: (4G networks): Disable/re-enable 4G or set DNS to 223.5.5.5.
8. No service after inserting a 4G SIM card into CBOX?

Step 1: Verify SIM card status (balance, internet access). For restricted SIMs, bind domain names (see
appendix).

Step 2: Insert the SIM while CBOX is powered off (chip side facing the pins).

Step 3: Enable 4G in Background Settings — Network Settings — 4G and check for signal/card
details.

Step 4: Ping www.google.com or cloud.haiwell.com. If successful but still offline, switch server
channels in Background Settings — Local Settings — Other Settings.
9. WIFI connection failed on CBOX?

Step 1: Ensure the Wi-Fi antenna is properly installed near the signal source.

Step 2: Use 2.4GHz Wi-Fi frequency.

Step 3: Avoid spaces or special characters in the SSID/password.
10. CBOX VPN passthrough fails to connect to PLC?

Step 1: Ensure the computer and PLC are on different subnets. Change the computer’s subnet or use
Wi-Fi.

Step 2: Verify the virtual NIC IP settings in firewall/antivirus software.

Step 3: Uninstall the VPN tool via C:\Program Files\OpenVPN\Uninstall.exe, then reinstall it through

the configuration software during passthrough setup.
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Appendix
1. Self-shopping IoT network card binding domain name collection

1 UDP time.windows.com
2 UDP * ntp.org.cn

3 TCP UDP HTTP HTTPS * tunnel.iotbus.net
4 HTTP HTTPS WS WSS * haiwell.com

5 TCP UDP MQTT * iotbus.net

6 TCP UDP MQTT * cloud.haiwell.com
7 TCP UDP 47.107.224.237

8 TCP UDP ICMP 223.5.5.5

Thank you for choosing Haiwell products, if you have any comments or suggestions on our products or services, please let us know!
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